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TWO-FACTOR BIOMETRIC AUTHENTICATION SYSTEM!

Zakirova Rufina llgizarovna
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texnologiyalari universiteti fina82310@gmail.com

The aim of the work is to develop a specialized service for two-factor
authentication of users based on their biometric data namely unique physiological or
behavioral person characteristics. This extended authentication method can be used in
systems where data security is of particular importance, for example, in financial
systems. Some types of biometric data used in modern security systems are discussed
in the article namely voice and fingerprints, as well as methods for collecting and
processing them. Biometric systems are analyzed, their advantages and disadvantages
are considered. Such systems seem to be the most convenient for the user since they
do not require additional memorization of any data or possession of physical objects.
However, biometric systems are much more expensive for the owners of these systems.
The risks of hacking biometric data assets were also noted. Considering the hardware
power and avail- ability of interface software, as well as a wide audience of users of
modern mobile devices, a mobile version of the two- factor biometric authentication
service has been proposed. Fingerprint recognition is performed using standard
Android OS tools — Biometric API. A method based on Linear Prediction Coefficients
(LPC) is used for voice recognition. To apply of this service for authenticating of users
by third-party applications special protocol has been developed. To prevent
compromise of biometric data, an encryption method based on Diophantine equations
IS used.

Keywords: information security, authentication, biometric, speaker recognition,
fingerprint recognition, two- factor authentication, Diophantine equations

7

Mobunshwin ayrentuduxarop

WWW

Cepanc GroMeTPUECcKON
Cropomuee npunoxenune

AyTeHTADUKAUMA

Biometric authentication

Mobile authenticator :
service

Third-party application

1 The work was supported by the RFBR grant No 19-01-00596 "Numeric and algorithmic
aspects of the development of mathematical models of information security systems
containing Diophantine difficulties".

@ http://www.newjournal.org/ <4150 » Buinyck scypnana Ne-46
Yacmo—5_ Hrionp —2024


http://www.newjournal.org/
mailto:fina82310@gmail.com

s O q
g ?,! \ ObPA30OBAHHUE HAYKA H HHHOBAIIHOHHBIE H/IEU B MUPE I b\ !
2181-3187

Graphical annotation

Introduction. The problems of passwords typical of traditional security systems,
the use of which is associated with information security risks, are effectively solved by
modern technologies of biometric methods of information protection. Biometric
systems are adapted for personal identification without the possibility of transferring a
key and are more convenient from the user's point of view.

The introduction of biometric recognition systems into the activities of a modern
person can simplify the processes of obtaining access to information, since many
modern devices, for example, smartphones, can collect biometric data without
additional equipment, which makes such systems more convenient for end users. In
addition to traditional security methods, they help automate behavioral analysis
processes and detect illegal users.

In recent years, according to Comparitech [3], biometric data collection has been
very active in many countries, especially in China, Pakistan, Malaysia, the USA and
India. For example, more than 80% of the country's population is registered in the
biometric data system of India, biometric data is used in all areas - from finance to
education and public services.

Despite these advantages, biometric systems also have drawbacks. Firstly,
biometric information, like any other, is vulnerable. Information systems are constantly
subjected to hacker attacks, and some of the information falls into the hands of intruders.
Law enforcement agencies do not always manage to properly organize control over its
safety. For example, a number of cases of biometric data leakage in China have recently
been noticed [5]. And the uniqueness of biometric data turns from an advantage into a
disadvantage: when it is compromised, an attacker gains access to all assets with
biometric authentication. Secondly, biometric systems can also be technologically
imperfect. The presence of these vulnerabilities, as well as the lack of reliable security
systems, leads to the fact that the majority of potential customer companies are not yet
ready for a large-scale transition to biometrics. The widespread use of such systems is
currently associated with a high level of risk.

The increasing number of internal and external risks constantly puts pressure on
biometric system developers to ensure an adequate level of security. The biometry
market is in dire need of new solutions that increase confidence in its products.

To ensure the appropriate level of security, more and more security systems have
recently switched to multi-factor authentication, where several different and
complementary mechanisms for proving access are used to prove authentication. To
prevent the hacking of biometric signature databases, it is necessary to use algorithms
that are resistant to quantum computing to encrypt biometric data. For example,
cryptoalgorithms based on the theory of Diophantine equations have high
cryptographic strength [7].
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Basic concepts of biometric authentication. Authentication is a procedure for
verifying that the subject of access has an identifier presented by him. The biometric
method of authentication uses the user's biometric data — unique physiological or
behavioral characteristics of a person. This method is the most convenient for the user,
since there is no need to remember any information or own a certain object for
authentication. However, this method has a significant problem: the equipment for
biometric authentication must have a sufficiently high accuracy of detection to
distinguish people with similar data.

All biometric data can be divided into two classes:

. static — physiological features that are not subject to change over a long
period of time;

. dynamic — behavioral characteristics based on the peculiarities of human
movement. The term "behaviometrics" is often used to refer to this class of
biometrics.

Examples of static biometric data: fingerprints or papillary line drawings; iris;
retina of the eye; vein pattern; face; hand geometry; DNA.

Dynamic data, for example, include the following data: handwriting and signature
dynamics; voice and rhythm of speech; Gesture recognition dynamics of keystrokes;

gait.
Biometric systems can operate in two modes [13]:
. Verification based on a biometric parameter and on a unique identifier that
identifies a specific person (one-to-one comparison).
. Identification based on biometric measurements. In this case, the

measured parameters are compared with all records from the database of registered
users, and not with one of them selected on the basis of an identifier (one-to-many
comparison).

Multi-factor authentication. Multi-factor authentication is advanced
authentication, an access control method in which a user is required to present more
than one authentication factor in order to access information. Each authentication factor
encompasses a number of elements used to authenticate or verify a person's identity
before access is granted.

Authentication methods can be grouped into three main categories [1]:

1. Knowledge factors are what the user knows, for example, a password, a
PIN code, the answer to a secret question, etc.

2. Property factors are things that are part of us, such as a fingerprint, a
handwriting, a voice, etc.

3. Ownership factors are what the user has, for example, a contactless
identity card, a cell phone, a physical key, etc.

The combination of several types of authentication mechanisms can improve both
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the security and efficiency of security systems, as the number of possible errors
inherent in biometric systems in general is reduced.

Multi-factor authentication is not standardized. There are various forms of its
implementation. Two-factor authentication is the most common. Two-factor
authentication is a method of identifying a user in a service by requesting two different
types of authentication data, which provides two-layered, and therefore more effective,
protection of the account from unauthorized entry.

To increase reliability and efficiency, access control systems are increasingly
using biometric identification. In this paper, a variant of the two-factor authentication
system with two biometric factors is presented, and an authentication mechanism in
the form of a property is used. To obtain biometric signatures of the user, fingerprint
and voice recognition technologies are used [6], the main provisions of which are
presented below.

Fingerprint recognition. In 1788 [2], the German anatomist J. C. Mayer
discovered the uniqueness of fingerprints. For a long time, fingerprints have been a
universal source of biometric characteristics.

The compactness of modern fingerprint scanners allows them to be implemented
in various input devices. Thanks to the scanners built into smartphones, you can unlock
your mobile device and pay for purchases on the Internet. In the near future, it is
planned to introduce similar technologies into other public devices, such as ATMs and
even ticket replacement facilities. Fingerprints are widely used in forensics to search
for and identify criminals. A number of countries require fingerprints when applying
for a visa, such as Schengen countries. In Russia, biometric foreign passports contain
fingerprints recorded on a chip. Recently, a method of using fingerprints for
dermatoglyphic studies (a method of testing the human body, based on the study of
signs of patterns on the skin of the palm side of the hands and feet) has been developed.

Voice recognition. The use of biometrics based on a person's voice is more
complex and interesting than the use of most biometric features. VVoice recognition
technology falls into the realms of both physiological and behavioral biometric data.
From a physiological point of view, such systems recognize the shape of the human
vocal tract, including the nose, mouth and larynx, and determine the sound produced.
From a behavioral point of view, they record the way a person says something —
variations in movements, tone, tempo, accent, etc., which is also unique to each person.
Combining physical and behavioral biometrics data creates an accurate voice signature.

However, since a person's voice can change depending on age, emotional state,
health, hormonal background and a number of other factors, the method is not
completely accurate.

Voice identification is one of the most attractive for identification, but the
problems that exist at the moment must be taken into account when implementing in
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working businesses. Voice recognition is effectively used as a complementary method
in multifactorial systems.

Practical implementation. The rapid spread of mobile technologies has
significantly expanded the audience of mobile device users, which stimulates the
development of the market for mobile applications for various purposes. In the
development of mobile applications, the power of modern mobile platforms and APIs
allows you to use all the capabilities of hardware human characteristics (voice and
fingerprint recognition). The developed biometric system is a client-server mobile
application for two-factor user authentication through a special protocol (Fig. 1).

Biometric identification is the process of comparing and determining the
similarity between the biometric data submitted by a user and the corresponding digital
standard reflecting the unique biometric characteristics of this user [4]. A reference
model of human biometric characteristics is preliminarily formed on the basis of one
or more biometric samples and stored in the database. To work with the biometric
database, the proposed authentication service uses the PostgreSQL DBMS. User
information and their biometric digital signatures are stored in the database in
encrypted form. To encrypt data, the SOLDEEA algorithm is used, based on linear
Diophantine equations [12]. According to the works of K. Shannon [11], cryptographic
schemes containing Diophantine difficulties are the most resistant to hacking, which
will have a positive effect on the security of biometric data and increase the level of
user confidence in biometric authentication systems.

The server application of the service, written in the Java language, provides access
to user biometric data, user authorization in the service, as well as fingerprint and voice
recognition. The service provides the ability to integrate two-factor authentication in
third-party applications.

Cepsep
Mpunoxexwne
UnHTepdeiic MNonbaoBarenscKuii
CTOPOHHMX uHTEepdenc
NPUNOXEHWMIH
y
Knuenr

Android npunoxenue
(AyTeHTudmuxarop)

Figure 1 — System structure
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The server application is divided into 2 main parts:
. the interface for third-party applications allows third-party applications to
interact with the service and authenticate;
. The user interface allows users to interact with the service: add a biometric

signature of a certain type, confirm authentication.

To set up authentication, the administrator of a third-party application needs to
register his application (the so-called project) with the service. To do this, the
administrator must specify the name, description of his application, and the domain
that the user will see in the future when authenticating using the mobile service. This
IS necessary so that the user can identify the application in which he wants to
authenticate. After creating a project, the administrator receives the project's secret key
from the service server, which is then used to create authentication requests.

The client application is written in Java for the Android operating system. It
provides basic functionality for users of the service:

. authorization/registration;

. adding/removing biometric data;

. authentication in third-party applications.

The protocol for user authentication in a third-party application is as follows
(Figure 2):

. A third-party application sends an authorization request to the service in
which it passes a secret key unique to each application and a user ID in the service.

. the service returns an authorization code to the third-party application;

. A third-party app shows the authorization code to the user.

. the user enters this code in the authenticator mobile application;

. the user chooses a method and performs authentication;

. if authentication is successful, the service sends the user an
authentication code;

. The user enters an authentication code in a third-party app.

. The third-party app verifies the authentication code.

Kop asTopusaumm
CTODOHHEEe npynoXxeHue sy Monb3osaTens

Koa ncartsepxaeHnA
{Access code)

Kon asTopuaauumn
\ 8anpoc ka ayTeHTMdMKaumio (Auth code) )
» Cepeuc *
Ko asTopuaauxm Koa ncareepxaeHA
(Auth code) {Access code)

Figure 2 — Authentication protocol
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After sending a request for user authentication, the third-party application receives
an authorization code, which is generated using the Time-based One-Time Password
Algorithm (TOTP) to generate one-time passwords for secure one-way authentication.

AuthCode = TOTP(ProjectSecret + UserlD, AuthTime),

ProjectSecret is the secret key of the project,

AuthTime is the validity time of the code,

UserID is the user's identifier in the system

This code allows you to simultaneously identify the authorization request and set
a time limit for the request.

After that, the third-party application must accept a confirmation code from the
user, which is generated by the service upon successful authentication:

AccessCode = TOTP(ProjectSecret + UserToken, AuthTime),

ProjectSecret is the secret key of the project,

AuthTime is the validity time of the code,

UserToken is a special user token in the service.

YcnewHo

Kog asTopuaaunun: 321092

Figure 3 — Successful authentication screen

The confirmation code received from the user can be verified by sending a request
to the service by a third-party application.

The voice recognition method implemented in the system allows you to connect
the unique characteristics of a person's voice to identify his or her identity. To record
audio from microphones to devices, the standard Android OS interface - AudioRecord
Is used. During the recording process, the voice is saved as an audio file in WAV format

(Fig. 4).
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PaMKu U MECTO 0BYYEHUA KaAPOB UrPaeT BaXHY
ponb B GOpMUPOBAHUU CUCTEM MACCOBOIr0 y4acTusA
jaflaya opraHuvsauumn, B OCOBEHHOCTMU Xe yKpenneHuwe
U pasBUTUE CTPYKTYPbl NO3BONSET BbINONHATL BaXHbie

3alaHnA NO pa3padboTKe CYWeCTBEeHHDbIX I:‘H)u:“‘ OBbIX W
IAMUHUCTPATUBHDbLIX YCNIOBUUX

HAYATb 3AMUCH

Figure 4 — Start window for voice authentication

Speaker recognition is performed using the Recognito library [9] on the server.
To convert an audio file into a digital code, the Linear Prediction Coefficients (LPC)
algorithm is used. Linear prediction coefficients reflect the main vocal characteristics
of a person necessary for making a decision about the personality of the announcer: the
voice source, the resonant frequencies of the vocal tract and their attenuations, as well
as the dynamics of articulation control [10]. Figure 5 shows the steps involved in
obtaining a digital voice signature:

I » Paapeneque Ha
Pou ~ OKOHHEA DYHKUMA
tpeissl (hyHKUM
ABTOKODDENALMOHHBINA NuHeixoe W
AHANKA NpeacKasgHle Kon,

Figure 5 — Diagram of obtaining a digital voice signature

The full algorithm for user authentication by voice in the service:

« receiving an audio file as input;

« Create a digital signature from the resulting audio file.

. Retrieving the user's existing reference voice signature from the database

. Comparison of the obtained sample with the reference and signatures
created on the basis of other voices and various noises, based on the results of the
comparison, the probability ratio is calculated, which shows the probability that the
obtained sample is close to the reference one.

. Authentication is considered successful if the result of the likelihood
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—

ratio for the received sample exceeds a certain mark (0-100). In this implementation,
the elevation is 90. The digital signature is stored in the database and is used for
authentication in the form of an array of

numbers reflecting the characteristics of the voice (Fig. 6).

CHrHaTYpbI
1 SORGa2507TI00 18300601
2 100974501 QAR2ZHTDARAA 1 G TI00204 7061 4000G §967 43901 70845164
3 mmﬁlmmmmmﬂmsnm1ms1

Figure 6 — Example of storing a voice fingerprint in encrypted form

For fingerprint authentication, the application uses the standard features of the
Android OS - Biometric APl (Automated Biometric Identification System). Once
scanned, the unique pattern is transformed into a digital biometric template. Then the
interface saves the data necessary for recognition in a special secure storage - Android
Keystore. The system guarantees the security of data in this storage from unauthorized
access. The app uses Class 3 security, which prevents the user from using the device's
password or other methods instead of fingerprinting.

The sequence of actions of the service when using fingerprints for authentication:

. The user enables in-app fingerprint authentication.

. the service generates a random string and sends it to the user, the string is
stored in the service database;

. the application encrypts the received string with a special key, the

encrypted string is stored in the application's memory, and the decryption key is stored
in a special storage;

. When authenticating, the user uses a fingerprint and the application
accesses the decryption key, after which the string stored in the application's memory
Is decrypted and sent to the server for verification.

The digital signature of the fingerprint is represented as a string consisting of
English letters and numbers.

Evaluation of work. To determine the effectiveness of the presented
authentication service, we use the F-measure [14], which is used to assess the accuracy
of recognition algorithms:Ff3

= (B2 +1)- Precision - Recall

B2 - Precision + Recall
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O<F[3<1.

This metric takes into account and combines the measure of accuracy and
completeness of the algorithm.

We will calculate the accuracy based on a sample of 100 different users.

To begin with, let's calculate the number of errors of the first and second kinds,
I.e. the number of false and false positive results, as well as the number of true positive
and true negative results. Let's get the following table.

Bepnas rumnoresa / Bepno HeBepHo
pe3yabTaT
pacro3HaBaHus

Bepno 51 (BepHo nipuHATHIX TP)| 11 (HEBepHO MPUHSTHIX,

OIIUOKHU

BTOpOro poja FP)
Hegepno 20 (BepHO OTBEPrHYTHIX
18 (HeBepHO TN)
OTBEPTHYTHIX, OIMIHOKHU
nepsoro poga FN)

Tognocts (Precision) BRMHECIEM 0 dopiye: P

TP +FP

51
Precision = 51411 = 0,82,

Tamee eplqucIEM DodHOTY (Reqall) no dopuyme:

Precision =

B Hamem CIIY9a€ HMEEM

Recall= |
TP+ FN
TlomyIHM CIeIVIOMEe SHAMEHHE: ey
= = 0,74,
Recall 41 4 18

F-mepa BrMHCIASTCA HA OCHOBE 3HA9eHHH IOTHOTE H TOYHOCTH. YT0OH IODAEHTE OOHOH H2 3THX

BEIHYHH ONpeJeleHHEHH EeC, T0 ecTh VESIHIHTE Ha9HMOCTE [IPH OOeHEE, HCIOOEIVeTCd napaMeTp f:
0 < § < 1,ecnHd Ba®HA TOYHOCTE

E g 1.ecan Ba®HA DOTHOTA

B Hamewm crnydae GonpmIee 3HAYEHHEE HMEET TOYHOCTE, MO3TOMY BEIOepeM mapametp § = 0.5.
Brrancomm F-mepy:
082-074

=
0.5¢-0,82+0.74

F,=(05%+1). 0.79.

Thus, the accuracy of the algorithm implemented in the biometric authentication
service rhythm is ~79%.

By using more accurate algorithms, the accuracy of voice recognition can be
improved. For example, replace linear prediction coefficients (LPC) with mel-
frequency cepstral coefficients (MFCC), and use the Gaussian mixture model (GMM)
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when creating a voice signature [15].

Conclusion. lIdentity verification is used both in simple systems for enhanced
authentication and to confirm the user's identity in various mission-critical operations.
The presented mobile service is designed to provide on-demand identity verification to
any third-party application that requires high security standards.

The implementation of the service for mobile platforms was carried out in order
to improve the ease of use for a wide audience of users. According to a social survey
conducted by the analytical company Pew Research Center [8], more than 60% of the
adult population use smartphones. The service described in the work is installed as an
application on smartphones running the Android operating system. Using a developed
specialized protocol, any third-party application can access the service for additional
verification of access rights.

The use of modern biometric information security technologies in this service
guarantees the reliability of verification due to the uniqueness of biometric data.

The additional combination of several biometric proof of rights mechanisms in a
two-factor authentication system has a positive effect on both the level of security and
the efficiency of the authentication process.

Encryption of confidential information using a cryptographic method based on
Diophantine equations is aimed at reducing the risk of unauthorized access to biometric
data in the service. It is known that in the general formulation the problem of solving
Diophantine equations in integers is algorithmically unsolvable, which leads to high
cryptographic strength of such encryption algorithms.
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