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Annotation: As technology has become pivotal a part of life, it has also become
a part of criminal life. Criminals use new technology developments to commit crimes,
and investigators must adapt to these changes. Many people have, and will become,
victims of cybercrime, making it even more important for investigators to understand
current methods used in cyber investigations. The two general categories of cyber
investigations are digital forensics and open-source intelligence. Cyber investigations
are affecting more than just the investigators. They must determine what tools they
need to use based on the information that the tools provide and how effectively the
tools and methods work. Tools are any application or device used by investigators,
while methods are the process or technique of using a tool. This survey compares the
most common methods available to investigators to determine what kind of evidence
the methods provide, and which of them are the most effective. To accomplish this, the
survey establishes criteria for comparison and conducts an analysis of the tools in both
mobile digital forensic and open-source intelligence investigations. We found that
there is no single tool or method that can gather all the evidence that investigators
require. Many of the tools must be combined to be most effective. However, there are
some tools that are more useful than others. Out of all the methods used in mobile
digital forensics, logical extraction and hex dumps are the most effective and least
likely to cause damage to the data. Among those tools used in open-source intelligence,
natural language processing has more applications and uses than any of the other
options.

Key words: cybercrime; open-source intelligence; mobile forensics; digital
forensics; cyber investigations problems.

Ever since the creation of the Internet, people have been finding ways to conduct
illegal activities using it as a tool. In order to counteract these actors, technologies and
methods have been developed to track these criminals. It is critical for security and law
enforcement professionals to understand these technologies and how they are
developing, so they can better perform in their job roles. Internet crime is something
that affects anyone who uses a computer, thus making it critically important to
counteract it in any way possible.

Some of the most common technologies and methods for tracking cyber
criminals are digital forensics and online investigations, which leverages open-source
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intelligence (OSINT). Within these areas, there are many different technologies and
techniques that can be used to gather data on the malicious actor. This data can then be
aggregated to determine who committed the crime and build a case against the
individual. This paper will cover a survey of these technologies and the methods
associated with them.

Digital forensics is a key field used in combating cybercrime because it can be
useful if the case is presented in court. Digital forensics helps investigators piece
together evidence and determine the timeline of events in a crime. It is mainly made
up of network forensics and memory/disk analysis. By analyzing information found on
disks and through networks, investigators can learn about other potential conspirators
in the crime. This could help them track down these individuals and stop them before
another crime is committed.

Much of the tracking of criminals is done online. The different layers of crime
on the Internet can be broken up into three categories: (1) the surface or open web, (2)
the deep web and (3) the dark web. These areas of the web contain a host of information
that can be valuable to investigations, so it is important to understand the methods that
allow investigators gather and use this information. For example, investigators can
utilize information regarding cryptocurrency transactions on the dark web to learn
about criminal activity.

The changes and developments in this field are occurring rapidly and it is
important for security professionals to keep up to date. Some new developments are
coming from automation and machine learning. By automating their tools,
investigators can speed up their process and reach their goal sooner. Al forensics will
in the future help combat the growing trend of Al crime. This paper will also cover a
summary of the developing technologies in this area and how they could change
investigations in the future.

Having this information compiled in a single document allows for easy
comparison of methods and the information that these methods provide. None of the
methods available to investigators are able to gather all the information they require
for a case, making it even more important to understand how this information is
gathered and how to fill the information gaps. If investigators are able to gain a
complete picture of a crime, then they will be able to take action against the criminal
or potentially stop a future crime from occurring.

Digital forensics is the practice of collecting and organizing information found on
an electronic device for investigative purposes. It is important to know both the
technologies and the methods and frameworks investigators use in this field.

Digital forensics can be broken into four areas: host forensics, mobile forensics,
network forensics, and cloud forensics. Each of these four areas provides investigators
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with different kinds of information, with very little overlap. By breaking this field up
into these four areas, this paper can analyze the methods for each without covering the
same technique twice. This makes it ideal to categorize the methods into these areas
because many of the techniques for gathering and analyzing the information from these
sources are unique to each source.

2.1. Host Forensics

Host forensics is often called digital forensics because it encompasses forensics
done on “normal” devices, such as desktops, servers, and other non-specialized sources
of data. This method has been long established, but the tools used are constantly
evolving as technology is progressing.

Investigators can also utilize the method of weighting forensic evidence with
blockchain technology. This can help with certifying the validity of digital evidence
with it is presented in a court. This weighting system first collects evidence in a
blockchain that records when the evidence was collected and who was in possession of
it at the time. This data can then be categorized by relevance to the case and a timeline
of events can be created [1]. This method allows investigators to confidently show that
evidence was processed correctly and was not tampered with. It can also be helpful
with 10T forensics because of the large amount of information gathered in those
investigations [2]. An example to demonstrate how weighted forensic evidence can be
used is if, after investigators collect evidence for a case, they need some way to prove
to the jury that the evidence has not been tampered with. Because of the structure of
blockchain and its unchangeable nature, investigators can document the chain of
custody for the evidence, showing that it was never unaccounted for.

Something investigators must take into account when performing forensics is the
operating system of the device in question. Each operating system performs tasks
differently and stores information in different places in the system, which affects all
areas of digital forensics [3]. It is critical for investigators to be familiar with the many
different types and versions of operating systems in order for them to be able to gather
all relevant evidence.

Another challenge that investigators face with host forensics is the randomization
of kernel addresses. In order to face this problem, investigators can use four approaches
to derandomize this information: brute force code, patched code, unpatched code, and
read only kernel data. The brute force method simply scans the entire kernel code. For
the patched code option, the kernel must know where to apply patches. The signature
from this gives investigators insight into the organization of randomized address
locations. The unpatched code signatures come from the code that has been identified
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as having not been patched. Finally, for read only kernel data, static pointers can help
investigators shift data to find offsets, which will lead them to the proper address [4].

As technology has developed, mobile devices have become more common. This
means that mobile forensics is a critical part of investigations and should be understood
by anyone in the field. Mobile forensics is distinct from any other kind of forensics
because of the difference in “hardware, software, power consumption, and overall
mobility” [3]. Furthermore, mobile devices are presumed to have personal data, which
could be critical to an investigation.

There are four investigation phases in mobile forensics investigations:
preservation, acquisition, examination analysis, and reporting. These phases are
depicted in Figure 1.

Triage
Evidence

Preservation —o Acquisition ——o'—o Examination |_.| panorting
Analysis

Figure 1. Mobile forensic investigative phases [3].

The preservation phase is where mobile devices are taken by investigators and
tracked to ensure that the data on them is not tampered with. The acquisition phase is
where the data on the mobile device is copied to another device for the analysis that
occurs in the examination analysis phase. Finally, the reporting phase is where all the
information investigators uncover in the examination analysis phase is documented [3].
Each of these phases must be followed properly to ensure the integrity of any
investigation involving mobile devices.

There are common collection methods, also called data extraction, used in
mobile forensics. Data from mobile devices must be extracted during investigations.
There are five levels of data extraction: manual, logical, hex dumps, chip-offs, and
micro reads [5]. Each of these options allow investigators to gather different
information from different areas of the device with varying levels of complexity. Table
1 shows a comparison of these methods based on the criteria described in Section 1.

Table 1. Comparison of the methods of mobile data extraction [5].

Finally, micro reads are the most complicated method out of these five. They use
electron microscopes to analyze the logic gates in order to determine the readable data.
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This method is considered a “last resort” method because it is challenging and resource
exhaustive. Micro reads are not applicable to many case scenarios because of their
challenging nature.

As shown in Table 1, manual extraction, although easy to perform, is the least
recommended because of the risk it poses to the data’s integrity. The best methods are
logical extraction and hex dumps. These analyze information from different places, so
they give investigators a method of gathering different evidence that the other method
does not access. Logical extraction and hex dumps have medium or low complexity,
making them faster and more efficient to use. Finally, both of these methods pose a
low risk to data integrity because they utilize a separate workstation for data
manipulation.

Network forensics is the practice of analyzing information from a host or an entire
network [5]. The forensic information can be obtained through logs or traffic captures.

Three of the layers of the TCP/IP Model can provide investigators with useful
information. These layers are the application, transport, and network layers. The only
layer not included in this is the network interface layer, which includes ethernet frames
and the physical connections of a network. Forensic information can be gathered from
the application layer through logs that hosts gather. This can be information regarding
failed logons or timestamps, which could be critical information in an investigation.
The transport and network layer are where firewalls are classified. Firewalls, if
properly configured, can contain log data of traffic that has been dropped from the
network [6]. This can give investigators information about potentially malicious traffic
that has been seen by the firewall. Figure 2 shows the relationship between the layers
and the information that investigators can gather by showing the flow of traffic though
the network model and the devices it affects.

( Application layer

Host E
Host Log Data
- Failed logon
- Remote access
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Transport and network layers l Router
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Connection Events —»“
Traffic History
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Figure 2. Evidence gathered from network layers.
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Online investigations are the process of gathering, structuring, and using
information that can be obtained online. These can be performed by law enforcement,
security professionals, or any individual. The main method for gathering information
in online investigations is Open-source intelligence (OSINT). This method is the
aggregation and use of the information that is gathered using other methods described
in sections below. The information gathered for this type of investigation shows
relationships, identities, or events that are relevant to the cyber investigation.

Open Web y "“\.\

Machine learning can also be applied to the criminal aspect of
investigations. Figure 5 shows a taxonomy for Al crimes. This taxonomy shows how
Al can be used by criminals as a tool, but also as a target of their crimes. If criminals
can harm a victim’s Al systems, it could cause a lot of damage to the victim and their
systems. Also, criminals can essentially teach their Al systems to attack the victim’s
systems, which causes the attack to be faster and more sophisticated than attacks done
by individuals [24]. Because this method can be used by criminals, it is critical for
investigators to understand this approach and know how to handle it during
investigations.
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With the advance of technology, criminal investigations rely more on technology
as threat actors are becoming more advanced. There are many tools and methods
Investigators can implement to assist in their jobs. None of these tools can perform all
the functions that investigators require. Therefore, it is necessary to become familiar
with different tools, how they function, and what information they can provide to
investigators.

The field of digital forensics has been around for some time, but it is still evolving.
The four main areas, host, mobile, network, and cloud forensics are still critical to
digital investigations, especially as new methods are being developed. There are
multiple ways to extract data in mobile forensics. The most effective methods are
logical extraction and hex dumps. Digital forensics’ main area of growth is in the field
of cloud forensics, especially as many services are becoming cloud based.

Open-source intelligence and online investigations are not a new method, but
investigators are always applying new technologies to these methods. Multiple
methods in this field can be applied to online investigations in order to gain as much
intelligence on threat actors as possible. Each of these methods provide some
information, but none of them provide all the information necessary for an
investigation. However, out of all the methods available to investigators, one stands
out as having the most applications: natural language processing. This method can be
applied to many different cases and provides investigators with several different kinds
of information for these cases.

Automation and machine learning are advancing the field technology and cyber
investigations are also being affected by these technologies. Automation is helping
investigators speed up the process of collecting evidence, while machine learning is
helping investigators identify and classify this evidence. Automation also presents
challenges to this field in regard to legal assumptions and implications [18].

This is a growing field and there are many opportunities for further research.
Automation and machine learning provide potential areas of further research as these
technologies become more sophisticated. Open-source intelligence techniques were
also found to be underrepresented in the research field, opening another area for future
research.
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